NHOOPMALNNOHHAA TAMATKA JJIAA OBYYAIOIIIUXCA

C KaXXIAbIM TIOJOM MOJIOACKHN B HMHTCPHCTC CTAHOBUTLCA 60J'II>IHC, a
IMKOJbHUKM OAHH M3 CaMbIX AKTHBHBIX MOJIb30BaTEICH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'O KOJIMYCCTBA BO3MO}KHOCTCﬁ, HHTCPHCT HCCCT H HpO6JI€MI>I.
OTa nmamsTKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxXxoOUTHBCA B CCTH.

KoMnblOTepHbIE BUPYCHI:

KoMnbroTepHBIA BUPYC - 3TO Pa3HOBHIHOCTH KOMIIBIOTEPHBIX IIPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTHIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTH
Bce (haiiyIpl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alynieHa 3apaKeHHash Mporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
OTEpallMOHHYI0 CHCTEMY CO BceMu ¢aiiamMu B 11eJoM. B OOJIBIIMHCTBE CilydaeB
PacIpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MeToabl 3aIIUTHI OT BPEIOHOCHBIX IIPOrPAMM:

1. HWcnonb3ylh COBpPEMEHHBIE OINEPALMOHHBIE CUCTEMBI, MUMEIOIIME CEePhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. llocrosstHHO  ycTaHaBiuMBaiW mayTH  (UUQPOBBIE  3aIUIATKH, KOTOPHIE
aBTOMATUYECKM YCTAHABIIMBAIOTCS C LENbI0 T10PaOOTKH IPOrpaMMbl) U JPYTrHUe
OOHOBJICHHSI CBOEW oOlepaluoHHOW cucTemMbl. CkauuBaili HMX TOJBKO C
opumanbHoro caMra paspaborunka Oc. Ecium CymecTByeT pexum
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Pabotaii Ha cBoeM KOMIIBIOTEpPE TIOJ TIpaBaMH TIOJB30BATENsA, a He
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX HpPOrpamm
WHCTAJUIAPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Wcnonp3yll ~ aHTUBUPYCHBIE  MPOTPaMMHbBIE  TPOAYKTBI  HM3BECTHBIX

MIPOU3BOIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

Orpanunub (HpU3NUECKU JOCTYN K KOMIIbIOTEPY ISl IOCTOPOHHUX JIULL;

Hcnonp3yil BHEIIHUE HOCUTENN MH(OpMallMU, TakKue Kak (Quienika, TUCK WU

(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkppiBall KOMIBIOTEpHbIE (Daliibl, MOJTYYEHHbIE M3 HEHAJC)KHBIX
UCTOYHUKOB. Jlaxke Te (haiipl, KOTOpbIE MpHUCHal TBOM 3HAKOMbIW. Jlyure
YTOYHU y HETO, OTIPABJISUI JIU OH TE€OE UX.
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Ceru WI-FI:

Wi-Fi - 5T0 He Buj nepenayn TaHHBIX, HE TEXHOJOTHS, a BCErO JIUIIL OpeHI,
mapka. Eme B 1991 roay Humepianiackas KOMIaHHUS 3aperHCTpUpoBalia OpeH[I
"WECA", uto o6o3Hauyano cnoBocoueranue "Wireless Fidelity", kortopbrii
MEPEBOIUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Hamero BpeMeHH JAoluia apyras ab0peBuaTypa, KOTopas sIBISETCS TaKou
Ke TexHosoruei. Ito abbOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO MaHO C




HAMEKOM Ha CTaHIapT Bbiciield 3BykoBoM TtexHuku Hi-Fi, uyto B mepeBoxe
O3HaYaeT "BBICOKAsI TOUYHOCTH'.

Jla, OecrimaTHBIH MHTEPHET-IOCTYN B Kade, OTeNsIX W adpomnopTax SBISETCS
OTJINYHOM BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. Ho MHOrHe sKCHepThl CUMTAIOT,
gyT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.

CoBeThI 110 0€30NACHOCTH PA0OTHI B 001IeT0CTYNHBIX ceTsax Wi-fi:

1. He mepemaBaii cBor JIWMYHYI0 HH(pOpMarmio depe3 oOmenaoctymabie Wi-Fi
cetu. Paborasi B HHX, JKeJlaTeIbHO HE BBOJWTH MapoOJid JIOCTyIa, JOTHHBI U
KaKue-TO HOMEDPA;

2. Vcnonws3yil u OOHOBISH aHTHUBUPYCHBIE MporpaMMmbl U Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun ¢ynkmuto "OOmmii qoctyn K (aiinam u
npuHTepam". JlaHHas (yHKIMS 3aKpbITa IO YMOJYaHUIO, OJJHAKO HEKOTOpHIE
MOJIb30BATENIM aKTUBUPYIOT €€ JJisi yA00CTBa UCIOJIb30BaHUS B paboTe WU
yuaeobe;

4. He ucnons3yit nyonuunsii WI-FI nns nepepaun TUYHBIX JaHHBIX, HAIPUMEP
JUIS1 BBIXO/Ia B COLIMAJIBHBIE CETH WIIH B JIEKTPOHHYIO TIOUTY;

5. Hcnonp3yit Tonbko 3amnuiieHnoe coequnenue yepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-azipeca BBOAM UMEHHO "https://";

6. B moOunpHOM Tenedone otkiaroun ¢yHknuto "TloakmoueHne k  Wi-Fi
apTomatnuecku'. He momyckaii aBTOMaTHYECKOTO MOAKIIOYEHNS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CoumajbHble CEeTH:

CoumanbHbi€ CETH aKTUBHO BXOJIST B HAIIlY KW3Hb, MHOTHE JIFOJU Pa0OTAIOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucrpupoBaH MHILIAAp] YEIOBEK,
YTO SIBIASCTCS OJHOM CeIbMOM BCEX JKMTEJIEH IUIaHeThl. MHOTHE IT0JIb30BaTeNId HE
MOHMMAIOT, YTO WH(OpMaIHs, pa3MelieHHAs UMH B COITMAIBHBIX CETAX, MOXKET
OBITh HalJiIcHA W HCIIOJb30BaHAa KEM YTOJHO, B TOM YHCIICE HE 00s3aTEIBHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI 10 0€30MACHOCTH B COUMAJLHBIX CETSX:

1. OrpanHuyb cnucok apy3eu. Y T1e0s B Apy3biX HE JOJDKHO ObITh CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammimai CBOIO YacTHYIO kKM3Hb. He ykaspiBail mapoiv, TenedoHbl, aapeca,
JaTy TBOETO POXACHUS W APYTYIO JIMYHYIO MH(POPMALUIO. 3T0YMBIIUICHHUKA
MOTYT HKCIOJb30BaTh JakKe MHPOPMALMIO O TOM, KaK Thl U TBOW POJUTEIH
IJIAaHUPYETE POBECTH KAaHUKYJIbL;

3. 3ammiai CBOIO PEMyTaIlvIO - JACPXKU €€ B YHUCTOTE M 3aJlaBail cebe BOMpOC:
XoTen Obl ThI, YTOOBI JIPyrye TOJIb30BATENM BUIECIH, YTO ThI 3arpyKaellb?
[Tomxymaii, mpeskie 4eM 4TO-TO OMyOJUKOBATh, HAIMUCATH U 3arPy3UTh;

4. Ecnam ThI TOBOpHINE C JIOJIBMHU, KOTOPHIX HE 3HACIIb, HE HCIOJIB3YyH CBOE
peanbHOEC UMl M APYTYI0 JWYHYI0 WH(OpMaIuu: WMs, MECTO >KUTEIhCTBA,
MECTO yueObl U IPOUEE;




5. W3zberait pasmemenusi ¢ortorpaduii B HMHTEpHETe, TIe Thl W300paxeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu peructpanuu B CONMAIBLHOW CETH HEOOXOIMMO HCIOJIB30BaTh CIIOKHBIC
MIapOJIH, COCTOSIINE U3 OYKB M (P U C KOJTUIECTBOM 3HAKOB HE MeHee §;

7. Jlns conuanbHOW CETH, MOYTHl M JPYTHX CAMTOB HEOOXOAMMO HCIIOIH30BATh
pasHbie maposn. Torma eciauw TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKA MOTyJaT
JIOCTYT TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

DJIEKTPOHHbIE I€HbIH:

OJIEKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBINA CHOCOO TIIaTeXed, OJAHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPHIE XOTAT MOJIYIUTh 3T JECHBIH.

DNEKTPOHHBIEC JIEHBIU MOSBUIUCH COBCEM HEJAaBHO M MMEHHO H3-32 3TOTO BO
MHOTHX TOCYJapCTBaxX JI0 CHUX MOp HE MPOMHCAHO MpO HUX B 3akoHaX. B Poccun
e OHM (PYHKIIMOHUPYIOT U 0 HUX YK€ MPOTHCAHO B 3aKOHE, IJI€ UX Pa3AeIIAIOT Ha
HECKOJIbKO BUJIOB - aHOHUMHbBIC U HE aHOHUMHbBIE. Pa3HuIia B TOM, 4TO aHOHUMHBIE
- 9TO T€, B KOTOPBIX pa3pelraeTcss MPOBOAMUTH Olepanuu 0e3 uiaeHTU(UKAIIH
MOJIb30BATENsl, & B HEAHOHHUMHBIX HUACHTU(UKAIMSA TOJb30BATENsl SIBISETCS
00s13aTEIBHOM.

Taxxke cnemyer pas3idyaTh DJJCKTPOHHbIE (UaTHBIE JEeHbIH  (paBHBI
rOCYJapCTBEHHBIM BaJIIOTaM) M DJIEKTPOHHbIE HedUaTHBIE JCHBIU (HE PaBHBI
TOCYJIapCTBEHHBIM BATFOTaM).

OCHOBHBIE COBETHI 10 0€30IACHOI PadoTe ¢ IJIEKTPOHHBLIMH ICHbIAMU:

1. IlpuBsbku K cyeTy MOOWMJIBHBIN TeseOoH. DTO caMblil YAOOHBI U OBICTPHIA
Croco0 BOCCTAaHOBHUTH JOCTYI K cuery. IIpuBsizaHHbIA TeneOH MOMOKET,
ecnu 3alynelb CBOW IUIATEKHBIM Napojb WM 3aiiielllb Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2. HWcnone3yéi omHopaszoBble mapond. I[locie mepexona Ha YCUICHHYIO
aBTOpHU3aLMIO TeOe yxKe He OyJeT yrpoKaTh ONaCHOCTh KpaXky WM IepexBara
IUIATEKHOIO MapoJIs;

3. Beibepu crnoxnbiii mapons. [lpectymHukam OyaeT HE MPOCTO Yraaarh
CJIOXKHBIM naposib. HanexHsle mapoiu - 3TO Hapoiu, KOTOPbIE COAEpXkKaT He
MeHee 8 3HAKOB U BKJIIOYAIOT B c€0s CTPOYHBIC M MPOMUCHBIEC OYKBBI, ITUDPHI
Y HECKOJIbKO CMMBOJIOB, TaKM€ KaK 3HaK J0Juiapa, (hyHTa, BOCKIMIATEIbHBIN
3HaK u 1.11. Hampumep, $tROng!;

4. He BBOJU CBOM JINYHBIE TAHHBIE HA CATaX, KOTOPHIM HE 1OBEPSCUIb.

JJIEKTPOHHAS IOYTA:

DJIEKTPOHHAsI MOYTa - 3TO TEXHOJIOTUS U MPEAOCTABISIEMbIE €10 YCIYTH IO
MEPECHUIKE U MOTYYEHHUIO AIEKTPOHHBIX COOOIICHUH, KOTOPhIE paclpeaesaioTcs B
KOMIBbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM TOYTOBBIM SIIUK  BBITJISIAT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@uMsi_JTIoMeHa. Takxe KpoMme mepeaadn
IIPOCTOr0 TEKCTA, UMEETCS BO3MOXKHOCTh TIepeaaBaTh (haiiibl.

OCHOBHBIE COBETHI IO 0€30MACHOM PAd0Te ¢ YJISKTPOHHONW MOUYTOM:




1. Hano BbIOpaTh MpaBWIBHBIN MOYTOBLIN cepBHC. B HHTEpHETE €CTh OrPOMHBIN
BBIOOp OECIJIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUlIE TOBEPSATH TEM, KOTO
3HACIIb U KTO MIEPBBIM B PEUTHHTE;

2. He yxkaspiBaii B JIMYHOM mouTe JUYHYH HHGopManuio. Hanmpumep, maydiine
BBIOpaTh «MY3bIKAJIbHBIN (paHaT@» nin «pok2013» BMecTo «TteMal3y;

3. Hcnonb3yi OBYX3TalHYI0 aBTOPU3AIMIO. DTO KOT/Ia MOMUMO MapoJisi HYKHO
BBOJUTH KOJ, IPUChUIaEMbIA 0 SMS;

4. BpiOepu CnoXHBIA Tapodb. JIJIS KaKJI0ro MOYTOBOTO SIIIHKA JOJKEH OBITH
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJb;

5. Ecuu ecTh BO3MOXKHOCTb HallMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIb3YH
3Ty BO3MOXHOCTb;

6. Hcmonb3yit HECKONMBKO MOYTOBBIX SIIKUKOB. [IepBbIil sl YaCTHOM MEPEenUCKH
C aJapecaTaMH, KOTOPBIM Thl JIOBEpSEHIb. DTO 3JIEKTPOHHBIA aApec HE HaA0
UCITI0JIb30BaTh NIPU PErUCTpaliui Ha (opyMax u cailTax;

7. He otkpeiBaii ¢aiiabl W Apyrue BIOKEHUS B MUChbMaxX, JaKe €CIU OHH
MOPUIILTA OT TBOMX Jpy3eil. Jlydille yTouHM y HUX, OTIPABISIIM JIU OHU TeOe
9T (aiibl;

8. Tlocnme okoHuaHus paOOTHI HA MOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKJIAJKU
C caiToM He 3a0y/Ib Ha)KaTh Ha «BBIATHY.

KnoepOyJJIMHI MJIM BUPTYAJbHOE M3/1€BATEIbLCTBO:

KubepOymnuHar -  mpeclieioBaHHE  COOOIICHUSIMU,  COJEPKAIIUMU
OCKOPOJICHMUS, arpeccuio, 3alyrUBaHuUE; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHKE C MTOMOIILIO PA3ITUYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 10 00pL0e ¢ KHOEPOYJIIMHIOM:

1. He Opocaiics B 060ii. Jlyumuii crmoco0: MOCOBETOBAaThCS Kak ce0si BECTH W,

€CJIi HeT TOro, K KOMY MOKHO OOpaTUThCS, TO BHauajie ycrnokoutbes. Ecim

Thl HayHeIllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHHS, TO TOJBKO €Ile

00JIbIIE PA30KKEIIb KOH(DIUKT;

VYpapisiit cBoel KubeppermyTaimei;

3. AHOHHMMHOCTb B ceTd MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOMUT
32 AaHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJIUIaHCKUH o00pa3 BUPTyalbHOM »XHU3HU. HWHTEpHET

(UKCUpYET BCE TBOM JCUCTBHUS U COXpPAHAET MX. YJalIUTh UX OyAeT KpaihHe

3aTPYAHUTEIBHO;

Co0urosaii CBOKO BUPTYaIbHYIO YE€CTh CMOJIOAY;

6. WrHopupydt  eauHuuHbld  HeraTuB. OpHOpa3oBbIE  OCKOPOUTEIHHBIC
cOOOIIeHMs Jyulle UrHopupoBaTb. OOBIYHO arpeccus NpeKpallaeTcs Ha
HayvyaJIbHOM CTaIuM;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIICHHSIMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKHU OTIPABKHU COOOIICHUN C
OIPEEIICHHBIX aJPECOB;

8. Ecmu Tel cBuaetens kubGepOyiuHra. TBou AEWCTBUA: BBICTYMUTH MPOTHB
IpecienoBaTens, oKa3aTb €My, YTO €ro AEMCTBHS OLIEHUBAIOTCS HETaTUBHO,
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MOJJIEPXKaTh KEPTBY, KOTOPOH HyKHA IMCUXOJIOTHYECKasi TTOMOIIb, COOOITUTh
B3pOCIBIM O (haKTe€ arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuibHbIi TeJIeoH:

CoBpeMeHHbIe cMapT(hOHBI U TUIAHIIETHI COAEPKAT B ceOe BIOJHE B3POCIBIN
GyHKIHMOHAT, W TENepb OHM MOTYT KOHKYpPUpPOBaTh CO CTAallMOHAPHBIMHU
KoMIibloTepamMu. OHAKO, CPEACTB 3AIIUTHI JIs1 OJJOOHBIX YCTPOUCTB MTOKA OYEHB
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEd B HHUX MPOUCXOJIUT HE TaK
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TIPUIIOKCHHM.

CoBpemeHHbIe MOOUITbHBIEC Opay3ephl YK€ MPAKTUUYECKU JOTHATIU HACTOJbHbBIC
aHAJIOTH, OJHAKO pacHmmpeHne (yHKIMOHAIA BIJIEYET 3a CO0O0M OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIUIIIEHHOCTb.

Jlaneko He BcCe MNPOM3BOJIUTEIN BBITYCKAIOT OOHOBJIEHHS, 3aKpPbIBAIOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /LI 0€30IIACHOCTH MOOWIBHOIO TeJjiedoHa:

e  Huuero He sBnsieTcs mo-HacrosimeMmy OecruiaTHbIM. Byap ocTOpokeH, Beab
Korja Ttede mpeiaraloT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO IJIaTHBIE YCIIYTH;

e Jlymaii, npexae yeM oTnpaBuTh SMS, ¢poto unu Buaeo. Thl TOYHO 3HAEUIb,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

e  Heo0OxoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETrO cMapT(doHa;

e  Hcnonb3yi aHTUBHPYCHBIE IPOrPAMMBI ISl MOOWJIBHBIX TelIe()OHOB;

e He 3arpyxaii npujioXeHHs OT HEU3BECTHOTO HMCTOYHHMKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUEHHE;

e [Ilocne Toro kak Thbl BBIAJENIb C CalTa, IJie BBOJAWJ JMYHYIO MUH(YOpPMALHUIO,
3aiiIi B HACTPOMKHM Opay3epa u ynanu cookies;

e [lepuoanuecku MpoBEPsii, KAKUE IJIATHBIE YCIYyTH aKTUBUPOBAaHBI HA TBOEM
HOMEDE;

e JlaBail cBOM HOMEp MOOWJIBHOIO Tele(OHAa TOJBKO JIIOASIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEpSEIb;

e  Bluetooth momkeH ObITh BBIKIIOYEH, KOTrZa Thl MM HE Mojb3yemnibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsi:

CoBpeMEHHBIE OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUYCHMUS,
OOBEIUHAIOIINE COTHU THICAY YEJIOBEK MO BceMy Mupy. Mrpokum wucciemyror
JAHHBI UM MHUp, OOLIAIOTCA JIPYT C APYTOM, BBIMOJHSIOT 3aJaHusl, CPAKAIOTCS C
MOHCTPAMH M TOJYYaroT ONBIT. 3a YJOBOJIbCTBHE OHHU IJIATAT: MOKYMArOT AMCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKKME-TO OMIHUU.

Bce 3t cpenctBa uayT Ha nojAep:KaHue U pPa3BUTUE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE
naTyu (LU@poBbIE 3aIIaTKU ISl TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.




B mogo0HBIX Urpax CTOUT OMAacaTbCsi HE CTOJIBKO CBOMX CONMEPHUKOB, CKOJIBKO
Kpa>ki TBOET0 IapoJisl, HA KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3ALMU OOJBIINHCTBA
urp.

OCHOBHBIE COBETHI 110 H€30I1ACHOCTH TBOEI0 HTPOBOr0 AKKAYHTA:

1. Ecau npyroil urpok Bener cels IUIOXO WM CO3JaeT TeOe HENpPUATHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamyiics agMHUHUCTpAaTOpaM WIpPbl Ha IUIOXOE IMOBEIEHUE 3TOrO HIPOKA,

YKeNaTeJIbHO PWIOKHUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto uHGopMaIuio B mpodaiise urpsl;

YBaxkail Apyrux y4aCTHUKOB II0 UTPE;

He ycranaBnuBail HeopuIuanbHbIE MTATYH U MOJIBI;

Hcnonp3yi CII0KHBIE U pa3HbIE ITApOJIH;

Jlaxxe BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTHBUpYC. [Ioka Tl Wrpaemip,

TBOI KOMITBIOTEP MOTYT 3apa3UTh.
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OUIIHHT WK KPAaKa JUYHbIX JIAHHBIX

OObIYHOM KpaXell IeHer U TOKyMEHTOB CErOJHS YK€ HUKOIO HE yIHBHIIb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUN 3JOYMBIIUICHHUKN IIEPEMECTUIIUNCH B
UHTEPHET, U MPOJI0JDKAIOT 3aHUMAaThcs "MoOuMbIM" fenoM. Tak nmosiBuiiach HOBast
yrpo3a: HMHTEPHET-MOIICHHUYECTBA WM (DUILMHT, TJIABHAs 1eldb KOTOPOro,
COCTOUT B NOJy4€HHH KOH(UIECHUMAIBHBIX JTaHHBIX MOJIb30BATENIE - JOTMHOB U
naposeii. Ha anrnuiickom s3bike phishing unraercss kak ¢ummnr (ot fishing -
pbIOHas J0BJIs, password - mapoJb).

OcHOBHBIE COBETHI 110 00pbOe ¢ GUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI o103peBaciiib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXO0IMMO 3a0JI0KHPOBATH €€ U COOOUTUThH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. HWcnone3yii Oe3omacHble BeO-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHoOB W
MOMCKOBBIX CUCTEM;

3. Hcnone3yli cioOXHBIE W pas3Hble Mapoiu. Takum oOpazoM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKU MOJIY4YaT JOCTYI TOJIBKO K OJJTHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Ecinu Te0s B3710MalK, TO HEOOXOUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpbI€ J00aBlieHbl y TeOs B Jpy3bsiX, O TOM, 4YTO TeOs B3JIOMaju W,

BO3MOYKHO, OT TBOEr0 HMMEHU OYIEeT pacchbulaThCsl CHaM M CChUIKM Ha

(UIIMHTOBBIE CATHI;

YcranoBu HagexHbil napoiib (PIN) Ha MOOMIIBHBIN TenedoH;

OTkJTr0un coXpaHeHue mapodisi B Opaysepe;

7. He otkpeBaii ¢daiiabl W ApyrHe BIOKEHHS B MHUChMaxX, JaXe €CIW OHH
MOPUILTA OT TBOWX Jpy3eil. Jlydiie yTouHMu y HUX, OTIPABISIIN JIM OHU TeOe
9T (aiJIbl.

ol

Hudposag penyranud:




[udposas penyTanus - 3T0 HETraTUBHAS WM MO3UTUBHASI HHPOPMAIIHS B CETH
o tebe. Komnpomerupyromass nHpopManus, pasMeIIeHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3UThbCd HAa TBOEW peanbHOM xu3HU. «Lludposas
pemyTanus» - 3T0 TBOW UMM, KOTOPBIA (opMupyercst u3 nuHpopmanuu o Tede B
uHTepHeTe. TBOE MECTO KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IOJIOKEHUE,
O0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCATCS K IyOJMKALUKA JINYHOU
uHbopMaiuu B MHTepHETE, HE MOHMMAasi BO3MOXKHBIX MOCieACcTBUN. Thl qaxke He
CMOJKEIIIb JIOTAaaaThCs 0 TOM, 4TOo (poTorpadus, pa3MemeHHas 5 JIeT Ha3ald, cTajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KomMmenTapuu, pazmenienre TBoux ¢otorpaduii u Apyrue ASMCTBHUS MOTYT HE
MCYE3HYTh JAXKE IMOCJE TOr0, KaK Thl X YJAIHIIb. Thl HE 3HACIIb, KTO COXPAHMII
3Ty uHGOpPMAIIUIO, TI0Taja JIM OHA B TOUCKOBBIE CHCTEMBI U COXpaHHUIIACh JIU OHA, a
IJIABHOE: YTO MOTYMAIOT O T€0E€ OKpYKAIOIIKE JIION, KOTOPhIE HAMAYT U YBUJIAT
310. HaliTu uH@OpMaIio MHOTO JIET CIyCTS CMOXKET JII0OOH - Kak M3 J0OpbIX
noOyXJeHUI, TaKk U C HAMEPEHUEM MPHUYUHUTH BpPEl. DTO MOXKET OBbITh KTO
YTOJIHO.

OCHOBHBIE COBETHI 10 3aIUTEe HU(PPOBOI PeNyTAMHN:

1. Tlomymaii, mpexae yeM 4TOo-TO IMyOJMKOBATh U NepeiaBaTh y ceOs B 0Jiore Win
B COIIMAJIbHOM CETH;

2. B mHactpoiikax mnpodwmiIsi YCTAaHOBH OTPAaHHYECHHUS Ha MPOCMOTP TBOETO
IpO(UIIA U €ro COAEPKUMOTr0, CACNIAN €ro TONBKO «JJIS APY3ei»;

3. He pasmemaii m He ykasbiBail HMHQPOpPMAINIO, KOTOpask MOXKET KOTro-Tuoo
OCKOPOJISTH WJIH OOMXKATh.

ABTOpPCKOE NIPAaBO:

CoBpeMeHHbIE IIKOJBHUKA - AKTUBHBIE TIOJb30BAaTeNd  IUGPOBOIrO
npocTpancTBa. OIHAKO JajJ€KO HE BCE 3HAIOT, YTO IOJIb30BAHHUE MHOTUMU
BO3MOXKHOCTSIMH  Ii(ppoBOoro  Mupa TpeOyeT coONoIeHHUs TpaB  Ha
WHTEJUICKTYalIbHYI0 COOCTBEHHOCTb.

ABTOpCKHE TIpaBa - 9TO IpaBa Ha WHTEJUIEKTYalbHYIO COOCTBEHHOCTH Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPHl U UCKYCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTarax CBOEro TpyHAa, MOJIYYHUTh W3BECTHOCTh M Tpu3HaHue. Hukto 6e3
pa3pellieHus aBTOpa HE  MOXET BOCIPOU3BOJUTH €r0  MPOU3BEIICHHUE,
pacnpocTpaHsiTh, MYOJIUYHO JAEMOHCTPUPOBATh, IIPOJAAaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO MCHOJHSTH, NMOKA3bIBATH/UCIOJHATE B ddUpe WU
pasmewars B IHTEepHETE.

Hcnionp30BaHne «ITUPATCKOTO» MPOTPAMMHOTO 00ECIIEYeHHUSI MOYKET MPUBECTH
K MHOTUM PHUCKaM: OT IMOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOWCTBA, TJI€ YCTAaHOBJIEHA HeJerajibHas mnporpamMma. He crtoutr Takxke
3a0bIBaTh, YTO CYIECTBYIOT JETalbHbIE W OECIIaTHBIE MPOTPaMMBbI, KOTOPHIE
MOYKHO HAUTHU B CETH.




O noprage «CeTeBHUOK.ph»:

«CeTeBHYOK.p()»» - TBOW IJIABHBIA COBETYMK B CETU. 3J€Ch Thl MOXEIIb
y3HaThb O O€30IaCHOCTH B CETH TOHSATHBIM M JIOCTYIHBIM $I3BIKOM, a IpHU
BO3HMKHOBEHUU KPUTUYECKOW CHUTyalldd OOpATUTHCS 3a COBETOM. A Takxke
MPUHATH y4aCcTHE B KOHKYpPCaxX M CTaTh CaMbIM ITU(DPPOBBIM Tpak TaHHHOM !




